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Recent News

Texas Department of Public Safety
Courtesy ~ Service ~ Protection

TEDPSTRS | ACCOUNT MANAGEMENT

Coine Roiorls Sarvice

My Account
Organization / Company

- Draa

[mwiipdatsl

Account Security

All recent news can be found
in your “Message Center”

 Validations

+ FBI Name-Based Checks
for Fingerprint Rejects

* FRB Subscription Status
* Auto Closing Worklist

inal History Search

Message Center
System Messages
System Messages are messages that are sent to all website users. Select a message to view the message.

. Notice: Validations Initiated for the TX DPS Secure Site FACT Clearinghouse
Notice: FBI Name Check Instructions Update

. NOTICE: FRB Subscription Status Update

bW

. NOTICE: New Auto-Closing Warklist Feature




Purpose for Audits

* Ensure agencies are utilizing the Texas DPS Secure Site per
their Statutory Authority.

* The objective is to assist agencies in achieving compliance
to ensure preparedness for potential audits by the FBI. (Every
3 years)

» Educate and Train Agencies to become Compliant with
Criminal Justice Information Services (CJIS) Security Policy
and the Access & Dissemination Policy.

» Ensure Criminal History Record Information (CHRI) from the
Secure Site is secured both electronically and physically.

» Educate and Train agencies to use the FACT Clearinghouse
and/or the Criminal History Search Services more efficiently.




Audits

* Non-Criminal Justice Audits pertain to the administration
and operation of the FBI Rap Back program in the FACT
Clearinghouse, as well as the Computerized Criminal
History Search service.

» The Texas Department of Public Safety and Federal Bureau
of Investigation perform routine audits on non-criminal
justice accounts everythree years.

* 2 Types of DPS audits:

* Onsite Audit

+ Electronic Audit (Microsoft Teams Meeting).
* Who Should Attend Onsite Audit?

» Account Supervisorfor Secure Site

» Data Users (optional)

* IT personnel (optional)

* If needed, you may include individuals who make the decisions for
the agency. (example: (Chief, Sheriff, Captain, Investigator)




Audit Process: Confirmation
Letter

Texas Department of Public Safety
Crime Records Division
Compiiance & Tralning Bureau

Agency Audit Confirmation Y [ ]

pii Onsite Audit

| Date of Audit Time of Armval

Agency Person of Contact Name

Physical Address.

ompliance with the

i | LA (Microsoft Teams)

be assig y ness days

jct security audits of each
5 &

nsite audit, an administrative interview is conducted with
rlorr

na
physicai anywhere the

BgeNCy is pr
1| understand the purpose of the audit and confirm to be available for the audit.
Agency Person of Coniact Signalure Dale

ADB Auditor Data

Phone. 512-424-2474, oplion 3 Fax: 512-424-2909

It all starts with contact from an Auditor, they will let you know if it is an onsite audit or
electronic

We will try to work with your schedule to schedule the audit.

Audits are not optional FBI/DPS makes them a requirement this is stated in the
agreements your agency signed when you opened the account.

You will sign the confirmation letter and return it to your auditor.

During the electronic audit process the auditor will schedulea Microsoft teams
meeting to go over the audit findings.




Audit Process: Questionnaire

» The first step of the audit process is the CJIS audit
questionnaire, this offers auditors valuable insight into the
training needs of the agency, as well as any compliance
issues that require attention.

* This questionnaire will be reviewed during the onsite visit or \/
the scheduled Microsoft Teams meeting. The questionnaire ;
includes a multitude of topics some which might not all apply .
to your agency. Answer the questionnaire to best of your ‘
abilities it is acceptable to answer with “I do not know” or
‘unsure”. THIS IS NOT A TEST, THERE IS NO PASS OR FAIL

* After the meeting you will be required to log back into the
CJIS audit questionnaire portal to provide a plan to rectify any
non-compliance items, change your answers or to
acknowledge any information the auditor provides.




Documentation: Policies and Procedures

Auditors will request a copy of the agency's Policies and Procedures
addressing the following:

* Policy for CJIS violators. (CJIS Security Policy 5.12.4)

* Physical protection policy to ensure the security of CHRI. (CJIS
Security Policy 5.9)

* Protection and procedures policy for electronic and physical
media. (CJIS Security Policy 5.8)

* Policy and procedures for the sanitization and destruction of
electronic media. (CJIS Security Policy 5.8.3)

* Policy for the disposal and destruction of physical media. (CJIS
Security Policy 5.8.4)

* Incident response policy. (CJIS Security Policy 5.3 and 5.13.5)
Sample policy is available in the DPS CJIS Launchpad.




Audit Documentation: Encryption Certificates

* If the agency's legislative
authority a"ows CHRI to be FIPS1402ConsohdatedValldatxonCe
stored electronically, the auditor @
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Audit Documentation: Outsourcing
Agreements/Contracts (Non-CJ Agencies)

* Outsourcing Agreements/Contracts for the following third-party
vendors who will view or assist with CHRI:

« Data Destruction (paper shredding, hard drives, etc.)
« IT Services (network/system administrators, desktop support, etc.)

» Off-site Media Storage (data centers, backup, paper storage archives

etc.)

» Hiring Decisions (mail offer letters, generates security
badges/credentials, etc.)

» Scanning Services (scan results into database or electronic file)

+ Depending on the services, an Outsourcing Standard can be
prevented if authorized personnel fromthe agency performs or

witness the services.

N-HOUSE SoLuTIoN
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Audit Documentation: Outsourcing
Standard Approvals (Non-CJ Agencies)

» All outsourced vendors will have to be vetted through TX DPS and become CJIS
Security Policy approved.
* The following will need to be in place for an Outsourcing Standard:
» Written RequestLetter.
+ Copy of the contract with the vendor. It mustreference the CJIS Security Policy and
Outsourcing Standard Agreement.
» A completed Outsourcing Standard.

+ After outsource vendors are approved, agency will have to:
» Conduct an audit within 90 days of the Outsourcing Standard Agreement approval
date.
* Reportany incidents to TX DPS.
» Keep vendors current with CJIS Security Policy.

* Vendors arerequired to complete CJIS security awareness training and be
fingerprinted (If statute permits)
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Audit Documentation: Outsourcing
Agreements/Contracts (CJ Agencies)

» Security Addendum or Management Control Agreement for
the following third-party vendors who will view or assist with
CHRI:

» Data Destruction (paper shredding, hard drives, etc.)

* IT Services (network/system administrators, desktop support,
etc.)

 Off-site Media Storage (data centers, backup, paper storage
archives etc.)

+ Hiring Decisions (mail offer letters, generates security
badges/credentials, etc.)

» Scanning Services (scan results into database or electronic file)
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Audit Documentation: ;
Outsourcing Agreements/Contracts (CJ Agencies) £y

» Security Addendum or Management Control Agreement
Required (IT, Storage, Data Destruction, and Retrieval)
« Samples available in CJIS Launchpad
* Management Control Agreement for Governmental Non-
Criminal Justice Agency providing the service - Ex
City/County (CJIS 5.1.1.4)

* Private vendors/contractors require Security Addendum
(CJIS 5.1.1.5)

» Vendors are required to complete CJIS security
awareness training and be fingerprinted

13



Audit Process: Records Verification

Onsite Audit

* Prior to the Onsite Audit, the Auditor will send a list of
records to be verified.

* The agency will complete the listand return to their auditor within 7
business days via email.

» During the audit, the agency will be asked to provide documentary evidence
for eachrecord on the list, to validate the purpose of search.

Electronic Audit

* In the electronic audit process, the list of records will be sent
at the initial process of the audit.

» The agency will be requested to return the completed records verification
list, along with the supporting documentation to verify each search record,
via email within seven business days.
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Audit Process: Records Verification

TX DPS - Crime Records Service CONFIDENTIAL

Access Dissemination Bureau NOT OPEN TO THE PUBLIC

Auditor: (Name)

Agency Name: 123 Agency |orgiD:123

SEARCH DATE SEARCHER LAST NAME [FIRST NAME |Detailed Reason for Search

7/1/2020 Hungry Hippo Doe Jane
TX DPS - Crime Records Service CONFIDENTIAL Audit Date: 00/00/0000
Access Dissemination Bureau NOT OPEN TO THE PUBLIC Fingerprint Subscriptions
Auditor:
[Agency Name: 123 Agency [orgip: 123 [oRI: TX00000
[sip ORI NAME |poB |PURPOSE
123 TX0000123 Jane Doe 01/01/00001

You will receive something similar to this in our records verification process.
Top: will ask you for the detailed reason for search please be specific ex: Applicant for

employment: attendant, driver, officer, teacher

Bottom: will ask you the same question with an additional separation date, if the
individual is currently employed or licensed leave blank if they have been separated

from your agency give an approximate date.
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Audit Process: Records Verification (CCH Searches)

DPS Computerizerd Criminal History (CCH) Verificarion
(AGENCY COPY)
L. JOINDOE
APPLICANT s EMPLOYER KAMS (P s
History (CCH) check may be pesformed by accessing ihe Texas Department of Public Safery Secuse
Website and may be based on game snd DOB iennifiers. (This is 0ot 4 consent form. but serves a6
infomuation for the applicant) Authority for this agency 1o access an individual’s criminal history data
may be fotnd in Texas Government Code 411; Sivctpter F

. acknowledge thar a Computerized Crimina]

Nane-Fased mformiation i not an exact search-and only fisgerprint record searches represeat
e ideatification fo criminal bistory record informtion (CHRI), therefore the organization conducting
e eximinal Bistory cheek is not allowed to discuss with me atry CHRT oleained using the fame nd DOB
cethod The ageacy may mquest hat 1 also have 5 Singerpriod seasch perforuied To clear any
misadentification based on the result of the ame 20d DOR search.

Tn order to complete the fingesprint peocess T must make 2n appontment with the Fingerprint
Applicant Services of Texas (FAST) a mstructed ondine at Wy dps lexas gov Crine Records

InformationReview of Porsonal Crimingl Histary or by callmg e DPS Program Veuder 2t 1585467
2080, subaiit 3 full 3nd complete set of ‘Hingerpriats, request a copy be seat to the agency listed below
aad pay a fee of $25 00 10 the fingerpricting senaces company.

Once this proess is completed the information on my fingerprint criminal history secord may be
discussed wilh me

(This copy must remain on file by this agency. Required far fature DPS Audits)

()

CCH varitication Log- Non Criminal Justice

|, | st o - —— | st | conptenfo | v e s e
ws0123|_1omN por spplicant: Administrator} 123 |ves |ow |Htt
0601723 [ANE DOE Applicant: Administrator, 123 s s | H.H |06/01/23{06/01/23| H.H,
| we o |
Criminal Justice erication
pane PurposectooH Baquarted By
a0 iohn boe e mpioyment Appilcant: Police Office
0n3}joha Doe Employment Applicant: i | o0 | e/ai0zan
6/1/2023

023} ot Do

iustice Pupose; Cavei1232]

{_|Austia P

vestigat

Sigmaure of Apylucais o Euployes fapieaal]

Choch sud Ltial wach Appicable Space

= CCH Raport Pzt
_123 AGENCY YES X NO___ HH sl
Apvncy Name {Flesse prsi)

Parpose of CCH: Appilicant: Admustrator
HUNGRY HIPPO
Agency Rapieseatative Name (Plarse pemr) Bmpl X VolCommuerse . HLH  mnal

Do Prioned-_06/01/23 HH  minal
Destrored Dot 0610223 HH _ wiml
Recain in your fles

HUNGRY HIFTE
=

oy Represaire

To prepare for the audit make sure you have each one of your searches logged and
have some sort of documentation to proof purpose.
Ex: Job applications, payroll, job offer
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Audit Process: Records Verification (FACT

A
Offline Applicant Management = Full subscription list
) AT Chimagfma. Offline Subscription Management e T
2 g pownload L Downioad Subscription Listing
offline Applicant Management User Guide
L

To prepare for our audit you should download your full list of employees and make sure
they are all current employees, here is how you do it.




Audit Process: Records Verification (FACT
Searches)

ORI OCA NAM DOB VAL HasTexasSubscriptio FRB Subscription Statu FP Date 55N Validate/Cancel
Q) TXSAMPLE Doe, John 1975-04-0E2021-08-08Y SUBSCRIBED 8/4/202110:58:41AM O W/C
O/ TXSAMPLE Doe, Jane 1965-05-072023-07-02Y NOT ELIGIBLE 11/5/2012 12:06:43 PM O VT
0 TXSAMPLE Hungry, Hippo 1967-12-272021-09-07 Y ELIGIBLE o VST
0 TXSAMPLE Gator, Investigato 1960-02-02 2022-08-02Y PENDING 0 v/C
Column Name Description Search FACT Clearinghouse
sio State identifier - 2 number assigned to that specific individual.
i The organization the individual was printed for, and what your agency is using ta [ Aigilici e Sdardh
subscribe tothe individual/sccess their criminal histary. "
oca Miscellaneous number that is different for each agency. This is an optional field ’
NAM The individual’s name.
oos The individual’s date of birth, :
Yt The date the recard was last validated. Note this is not always the same as the
fingerprintdate. SID Search
HesTexagitgeription Shows if you are currently subscribed to the applicant’s Texas record (¥/N) Hates
The SID is a unique ID assigned by DPS. If you know this value, this is the
: Shows if the individual's SID is eligible for FBI Rap Back OR their current status. This Is best methed for lacating an applicant.
FRESUbSRONSWIUS. |, o1 o the most racent submisslon for the OR! selectad to creats the subscription
More details on the FBI Rap Back columns in the list can be found in the section FBI ) @'
Rap Back and the Applicant List
FP Date The date the individual was last fingerprinted for the OR selected for the =
Search
SSN The individual’s Social Security Number.

You should receive an excel sheet like the one pictured on the top and you can use this
to manage subscriptions and unsubscribe to individuals you are no longer associated
with,

Subscribed

Not Eligible

Eligible

Pending



Audit Process: Records Verification (FACT
Searches)

Manage Subscriptions

Applicant Detail

NEEB,CYNTHIA LOUISE NI SID=

Recent Applicant Submissions

subsene | | Save Subscrption |
SUBMISSION DATE 10/25/2021 [ Unsuoserice | [ Save Supscripton |

You must ensure you do this 3 business days after separation from your agency to stay
in compliance.
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Audit Process: Records Verification (FACT
Searches)

[Open a basic text editor like Notepad
a Notepad is included with all Wind t d can usually be the Accessories
folder in the Start Menu.

Copy the SID for each of the applicants you want to cancel OR validate and paste them into Notepad. - -
a. Do NOT put SIDs to cancel and SIDs to validate on the same list Select the action you wish to perform.
b, Ensure there are no spaces, tabs, or extra returns. The file will not upload correctly if thereis a. Cancel Subscription — Will disable/cancel all subscriptions on the uploaded file.

anything ather than B-digit SID numbers followed immediately by a return o the next line. ; o o e :
5ave the file to your computer. The file name does not matter, however it is recommended to include the b. Validate Subscription — Will validate all subscriptions on the uploaded file.

st P g S o Vit ¢ Create Subscription — Will create subscriptions to all individuals on the uploaded file. NOTE: This
will require an ORI be included for each SID number uploaded.

TADPS GRS | PAGT GLEARINGHOLSE

File Edit Format View Help

01234567
56789012

Sun

12345678 ACT Clsaringhiouss offline Subscription Management
45678901

67890123 ” STEP 1: Create File for Uploading
34567890
23456789

You must ensure you do this 3 business days after separation from your agency to stay
in compliance.
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Audit Process: Physical Security Inspection

Onsite Audits

» Auditors will inspectthe following:
= Ensure areas where CHRI is processed are secured.
= Ensure that monitors are secured from unauthorized viewing.
= [f they can not be faced away from unauthorized viewing, a privacy screen mustbe in place.
= Ensure password to Secure Site is secured. (Do Not Auto-Save/ Auto-Fill Password)
= Ensure a session Lockin place for computers (30 mins orless).
= Ensure that network servers are locked in secure room or closet.

» After Onsite inspections have concluded, the auditor can assistand train your agency. They will be
available for any questions or concerns.

Electronic Audits
« Electronic audits will require photos of secured areas to be submitted priorto the virtual meeting.

» During the Microsoft Teams meeting, the auditor will discuss findings and will provide training to
address any questions or concerns. They may also askyou to share your screen or provide additional
documentation
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Audit Documentation: DPS folder

* We recommend having a folder or binder with the
following:
A copy of your legislative or federal authority

» SOP's: Detail what you do daily on the secure site and more
importantly what you do not do. If you store CHRI outline how you
store, how long you store and who has access to the stored CHRI.

» Agency Policies and Incident reporting form: Samples Available in
the CJIS launch pad

* Link to the Access and Dissemination policy, this contains the link to
CJIS security policy.

* Tracking Logs (CCH Name Based Searches)

* NCJU Audit Packet (CJIS Launch Pad)

* Encryption Certificates
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Resources

* Non Criminal Justice CJIS Launch Pad:

 https://texas.cjisapps.com/noncrim/launchpad

* Access & Dissemination Policy:

* https://securesite.dps.texas.gov/DpsWebsite/CriminalHistory/SecurityP
olicy.aspx

* Crime Records General Information:

 hitps://www.dps.texas.gov/section/crime-records/crime-records-general- $
information
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Public Resources

* DPS Public Site: Convictions or deferred adjudications that
have been reported to the Department on an offense.
* https://publicsite.dps.texas.gov/convictionnamesearch/ w5 ]

« DPS Public SOR: ’Fﬁﬂ
* https://publicsite.dpd.texas. qov/sexoffenderreqlstry/ (=]

* TXI Review/ TXE Review A
o
* dps.texas.gov/internetforms/Forms/CR-63. pdf ]
. dps texas.gov/internetforms/Forms/CR-68.pdf

If your legislative authority does not let you run a specific population, we have option
on the public records side of DPS.
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Contacts

Criminal History Inquiry Unit ADB_ Support Unit
Email: NCJU@dps.texas.gov Email: ADBSUPPORT@dps.texas.go
Phone: 512-424-2474, option 1 & 2 Phone: 512-424-2474, option 5

Audit and Training Unit Fingerprint Services Unit

Email: CJIS.Audit@dps.texas. Email:
mail: CJIS Audit@dps e>fas gov Fingerprint.Service@dps.texas.gov
Phone: 512-424-2474, option 3

Phone: 512—424-236, option 6
Billing Unit
Email: CRS.Billing@dps.texas.gov
Phone: 512-424-2474, option 4
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Please fill out our survey!

Preparing for a Secure Site Audit (Non-Criminal Justice Unit) -

https://www.surveymonkey.com/r/2BCG5ML

* Carlos Ramirez
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